Traducere oficiala din limba engleza

ACORD
INTRE
PARTILE LA CONVENTIA DE COOPERARE POLITIENEASCA PENTRU EUROPA
DE SUD-EST
PRIVIND SCHIMBUL AUTOMAT DE DATE ADN, DATE DACTILOSCOPICE SI
DATE PRIVIND INMATRICULAREA VEHICULELOR

Partile la prezentul Acord,

fn baza Conventiei de cooperare polifiencasci pentru Europa de Sud-Est (denumitd, in
continuare, ,,PCC SEE™),

In dorinta de a intari cooperarea transfrontaliers, in special In combaterea terorismului, a
criminalititii transfrontaliere si a migratiei ilegale, prin implementarea PCC SEE, indeosebi prin
transmiterca si compararea de profile ADN, date dactiloscopice si date referitoare la
fnmatricularea vehiculelor,

Avéand in vedere Concluziile celei de-a 11-a intélniri a Comitetului de Ministri din cadrul PCC
SEE (01/2014), Concluziile celei de-a 12-a intdlniri a Comitetului de Ministri din cadrul PCC
SEE (05/2014) si Concluziile celei de-a 15-a intdlniri a Comitetului de Minigtri din cadrul PCC
SEE (01/2016) si subliniind necesitatea dezvoltirii schimbului automat de informatii privind
datele ADN, datele dactiloscopice si datele referitoare la Inmatricularea vehiculelor, in cadrul
legal PCC SEE,

Cunoscand evolutiile PCC SEE in domeniul protectiei datelor, unde toate Pargile au trecut cu
succes de evaludrile in domeniul protectiei datelor personale ¢i pe cale de consecintd au
indeplinit preconditiile pentru schimbul de date cu caracter personal, tindnd cont de principiile i
standardele europene comune asa cum sunt prevdzute In Directiva (UE) 2016/680 a
Parlamentului European si a Consiliului din 27 aprilie 2016 privind protectia persoanelor fizice
referitor la prelucrarea datelor cu caracter personal de catre autoritafile competente in scopul
prevenirii, depistirii, investigrii sau urmdririi penale a infractiunilor sau al executérii pedepselor
si privind libera circulatie a acestor date si de abrogare a Deciziei-cadru 2008/977/JAL a
Consiliului (denumitd in continuare " Directiva (UE) 2016/680") si Conventia relevantd a
Consiliului Europei privind Protectia Datelor cu Caracter Personal si recomandarile relevante ale
Consiliului Europei pentru protectia datelor cu caracter personal din sectorul polifienesc
(denumite in continuare "Conventia i recomandirile relevante ale Consiliului Europei”)

Avénd in vedere prevederile derivate din Tratatul dintre Regatul Belgiei, Republica Federala
Germania, Regatul Spaniei, Republica Francezi, Marele Ducat de Luxemburg, Regatul Tarilor
de Jos si Republica Austria privind aprofundarea cooperdrii transfrontaliere, in special in vederea
combaterii terorismului, criminalitatii transfrontaliere si migratiei ilegale, semnat la Priim la 27
mai 2005, referitor la intensificarea cooperarii transfrontaliere, In special in combaterca
terorismului, a criminalitiii transfrontaliere si a imigratiei ilegale (denumit in continuare ca
,JTratatul Priim”™), Acordul de Implementare a Tratatului Priim, Decizia Consiliului 2008/615/JA1
din 23 iunie 2008 cu privire la intensificarea cooperirii transfrontaliere, In special in combaterea
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terorismului §i a criminalitdtii transfrontaliere (denumitd in continuare: ,Decizia Priim™) si
Decizia 2008/616/JA1 a Consiliului din 23 iunie 2008 privind intensificarea cooperarii
transfrontaliere, 1n special In domeniul combaterii terorismului si a criminalitétii transfrontaliere
(denumita in continuare "Decizia de implementare Priim "),

Au convenit urmatoarele:

CAPITOLUL I
Dispozitii Generale

Articolul 1
Obiectiv, scop si definitii

(1) Prin prezentul Acord, Partile intenfioneazd si intdreascd cooperarea polifieneascd
transfrontalierd In ceea ce priveste lupta impotriva amenintarilor la adresa sigurantei publice, a
prevenirii, identificérii §i investigérii infractiunilor previzute in PCC SEE. In acest scop,
prezentul Acord contine reguli pentru schimbul automat de date ADN, date dactiloscopice §i date
privind inmatricularea vehiculelor si pentru schimbul de date cu caracter personal disponibile
subsecvente si al datelor legate de caz in situatii de concordanid certa.

(2) Pentru a sprijini implementarea transmiterii si comparirii datelor ADN, a datelor
dactiloscopice i a datelor privind inmatricularea vehiculelor, Partile stabilesc:
(a) dispozitiile privind conditiile si procedura pentru transferul automat de profile ADN,
date dactiloscopice i date privind inmatricularea vehiculelor;
(b) dispozitiile administrative $i tehnice necesare pentru implementarea schimbului
automat de date ADN, date dactiloscopice i date privind Inmatricularea vehiculelor.

(3) Pentru scopurile prezentului acord:

(a) ,,ciutare” si ,,comparare” inscamni procedurile prin care se poate stabili daca exista
concordanta intre datele ADN sau datele dactiloscopice comunicate de una dintre
Parti si datele ADN sau datele dactiloscopice stocate In bazele de date ale uneia, mai
multor sau tuturor Pértilor;

(b) ,,ciutare automatd” inseamnd o procedurd de accesare online pentru consultarea
bazelor de date a uneia, mai multor sau tuturor Péartilor;

(c) ,,profii ADN” inseamni o literd sau un cod numeric ce reprezintd un set de
caracteristici de identificare a partii necodate a unei probe ADN umane analizate, sau,
altfel spus, structura moleculard particulard pe diferite segmente ale ADN-ului (loci);

(d) ,,partea necodati din ADN” inseamni regiuni cromozomiale care nu se manifestd
genetic, sau, altfel spus, despre care nu sc¢ cunoaste utilitatea functionald intr-un
organism;

(e) ,,date ADN” fnseamnd profilul ADN, numar de referinjd §i date personale de
identificare;

() ,.date de referinti ADN” Inseamn profilul ADN si un numir de referinia,

(g) ,,profil ADN de referinta” inseamni profilul ADN al unei persoane identificate;

(h) ,,profil ADN neidentificat” inseamni profilul ADN obtinut din urmele colectate in
timpul investigarii unei fapte penale si care apartin unei persoane neidentificate incé;




(i) ,.notd” inscamnd marcajul unei Péarti asupra unui profil ADN, in propria bazi de date
nationald, care indicd faptul cd a mai existat o concordantd pentru acel profil ADN in
cautdrile sau in compararile altor Parti;

() ,.date dactiloscopice” inscamnd imagini ale amprentelor degetelor, imagini ale unor
amprente latente ale degetelor, amprente ale palmelor, amprente latente ale palmelor
si sabloane ale unor astfel de imagini (detalii precise codificate), cdnd sunt stocate si
gestionate cu ajutorul unei baze de date automate AFIS (sistem automat de
identificare a amprentelor);

(k) "datele privind tnmatricularea vehiculelor” inscamné setul de date mentionat in
articolul 9;

() ,,date cu caracter personal” inscamnd orice informatie referitoare la o persoan
fizica identificatd sau identificabila ("persoana vizatd");

(m),,date cu caracter personal de bazi” inseamna numele (nume de familie, prenume),
data nasterii, nationalitate, sex, porecle, date ale persoanelor amprentate, esantioane
ADN, motivele amprentdrii sau colectarii datelor ADN, locul amprentarii sau
colectiirii datelor ADN si dac# este posibil, statusul privind confirmarea identitdtii
reale, adresd, indljime, greutate, numarul pasaportului, fotografie (fafa),

(n) ,,caz individual” inseamni o investigatie unici sau un dosar de urmarire penald. Daci
un astfel de figier contine mai mult de un profil ADN sau o datd dactiloscopica,
acestea trebuie transmise Tmpreund ca o singurd solicitare;

(0) ,,prelucrarea datelor cu caracter personal” inseamnd orice operatiune sau set de
operatiuni intreprinse cu referire la datele cu caracter personal, indiferent dacid sunt
sau nu realizate cu mijloace automate, cum ar fi colectarea, inregistrarea, organizarea,
stocarea, adaptarea sau meodificarea, sortarea, recuperarea, consultarea, utilizarea,
divulgarea prin furnizare, diseminarea sau punerea la dispozifie prin alte mijloace,
alinierea, combinarea, stergerea sau distrugerea datelor. Prelucrare in sensul
prezentului Acord va include, de asemenea, notificarea cu privire la existenta sau
inexistenta unei concordante certe;

(p) ,,proceduri de ciutare automatid” inseamna accesul direct la fisierele automate ale
altei Parti unde raspunsul la cautare este complet automat;

(q) "persoane disparute" inseamnd acele persoane a caror absenfd este asumatd in
corelare cu o infractiune, o sinucidere, accident sau dezastru;

(r) "concordantd/neconcordanti” inseamnd rezultatul unui sistem automat (un sistem
automat de concordantd AFIS sau ADN). O neconcordantd inseamnd intotdeauna
neconcordantd certi. Pe de altd parte este posibil ca o concordantd s fie o
neconcordanta certd, dupd verificarea/validarea criminalisticd necesara;

(s) "concordanta certi” inseamnd un rezultat pozitiv confirmat de factorul uman
(specialist/expert)  dupd  verificarea/validarea  criminalisticd. =~ Confirmarea
criminalisticd trebuie si fie Indeplinitd potrivit cerintelor de management al calitiii in
domeniul criminalistic {de exemplu in baza unor standarde de acreditare);

(t) "fisiere de analizi ADN" reprezintd baze de date nationale ADN si subsisteme
administrative legate, cum ar fi de ex. baze de date privind identificarea persoanelor /
urmelor de la locul faptei si sisteme de management a informatiei de laborator
(LIMs), care contin toate informatiile relevante pentru confirmarea criminalisticd si
investigativd a profilelor ADN analizate cu ajutorul tehnologiilor ADN si care vor
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permite, de asemenea, asigurarea unei legéturi securizate intre cazul individual/datele
personale ale profilelor ADN;

(u) "fapte penale” inscamnd acele fapte care sunt urmdrite din oficiu potrivit legislatiei
nationale a Partilor.

CAPITOLUL I
ACCESUL ONLINE SI URMARIREA CERERILOR

A Articolul 2
Infiintarea fisierelor nationale de analizi ADN

(1) Partile infiinteaza §i péstreazd figiere nafionale de analiza ADN pentru investigarea
infractiunilor si pentru sprijinirea identificérii persoanelor disparute si a rdmaésitelor umane
neidentificate, in conformitate cu legislatia nationald. Prelucrarea, in baza prezentului Acord, a
datelor pastrate in aceste fisiere se realizeazd in conformitate cu prezentul Acord, in concordantd
cu PCC SEE si cu legislatia nationala aplicabild prelucrarii datelor.

(2) In scopul implementirii prezentului Acord, Partile asigurd disponibilitatea datelor de
referintd din fisierele nationale de analiza a datelor ADN, previzute in prima tezd a alineatului
(1). Datele de referinti includ numai profile ADN stabilite in baza ADN-ului necodificant gi un
numir de referinta. Datele de referintd nu contin niciun fel de date din care persoana vizatd sa
poati fi direct identificatd. Datele de referintd care nu sunt atribuite unui individ (profile ADN
neidentificate) sunt recognoscibile ca atare.

(3) Fiecare Parte informeazi Depozitarul despre fisierele nationale de analizd ADN cérora 1i se
aplica articolele de la 2 la 4 si 7 i conditiile pentru cautarea automatd prevézutd la articolul 3
alineatul (1).

Articolul 3
Cautarea automata a profilelor ADN

(1) Pentru investigarea infractiunilor §i pentru asistenté In identificarea persoanelor dispérute si a
ramisitelor umane neidentificate, Pértile permit punctelor nationale de contact ale celorlalte
Parti, previzute la articolul 8, accesul la date de referingd din figierele lor nationale de analiza
ADN, si dreptul de a realiza cautari automate prin compararea profilelor ADN. Cautérile pot fi
realizate numai in cazuri individuale si in conformitate cu legislatia nationala a Partii solicitante.
(2) Dacd o ciutare automatd aratd faptul ¢i un profil ADN furnizat este in concordanfa cu
profilele ADN detinute de Partile care primesc cererea de cautare, punctul nagional de contact al
Piir{ii care realizeazi ciutarea trebuie si primeascd, in mod automat, datele de referin{d pentru
care existd concordantd. Daci nu este identificatd nicio concordantd este transmisd o notificare
automati n acest sens.

Articolul 4
Compararea automati a profilelor ADN

(1) Pentru investigarea infractiunilor gi pentru asistenta in identificarea persoanelor dispérute si a
rimasitelor umane neidentificate, Pirtile, de comun acord, prin intermediul punctelor nafionale
de contact, compari profilele ADN proprii, neidentificate, cu toate profilele ADN din alte figiere
nationale de analizi privind datele ADN de referintd. Profilele sunt furnizate i sunt comparate in
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mod automat. Profilele ADN neidentificate sunt furnizate pentru comparare numai dac legislatia
nationala a Partii solicitante prevede astfel.

(2) Daci o Parte, ca rezultat al ciutirilor realizate conform alineatului (1), identificd faptul ca
unele profile ADN furnizate sunt in concordanti cu cele din fisierele de analizi ADN proprii,
aceasta furnizeaza, fard intirziere, punctului national de contact al celeilalte Pirfi datele de
referintd ADN pentru care s-au gésit concordante.

Articolul 5
Datele dactiloscopice

In scopul implementirii prezentului Acord, Pirtile asigurd disponibilitatea datelor de referinta
din fisierele nationale pentru sistemele automate de identificare a amprentelor stabilite pentru
prevenirea si investigarea infractiunilor §i pentru asigurarea asistentei in identificarea persoanelor
dispirute si a rdmisitelor umane neidentificate. Datele de referintd includ doar datele
dactiloscopice si un numir de referintd. Datele de referintd nu contin date prin care persoana
vizatd si poatd fi identificatd in mod direct. Datele de referintd care nu sunt atribuite unui individ
(date dactiloscopice neidentificate) trebuie sé fie recognoscibile ca atare.

Articolul 6
Cautarea automata a datelor dactiloscopice

(1) Pentru prevenirea si investigarea infractiunilor §i pentru acordarea asistentei In identificarea
persoanelor dispérute si a rimésitelor umane neidentificate, Pértile permit punctelor nationale de
contact ale altor Parti, in conformitate cu articolul 8, accesul la date de referintd in sistemul
automat de identificare a amprentelor stabilit in acest sens, cu autorizarea realizirii de cautari
automate prin compararea datelor dactiloscopice. Cautdrile pot fi realizate doar in cazuri
individuale i in conformitate cu legislafia national& a Partii solicitante.

(2) Confirmarea unei concordante de date dactiloscopice cu datele de referin{a definute de Partea
ce administreazi figierul se efectueazi de ciitre punctul nagional de contact al Partii solicitante
prin mijloacele de furnizare automatd a datelor de referint necesare pentru o concordanta certa.

Articolul 7
Furnizarea de date suplimentare cu caracter personal si a altor informatii

in cazul in care procedurile mentionate la articolele 3 si 4 indicd o concordantd certd intre
profilele ADN sau procedurile mentionate la articolul 6 indicd o concordantd certd intre datele
dactiloscopice, furnizarea altor date disponibile suplimentare in plus fatd de datele cu caracter
personal de bazi si a altor informatii privitoare la datele de referintd este realizatd conform
legislatiei nationale, inclusiv a normelor de asistentd judiciard a Partii solicitate. In conformitate
cu prevederile articolului 8, alineatul (2) furnizarea este realizatd de citre punctul national de
contact.

Articolul 8
Puncte nationale de contact

(1) In scopul furnizirii datelor, in conformitate cu articolele 3, 4 si 6, precum si al furnizérilor
ulterioare a altor date cu caracter personal disponibile si a altor informatii in legiturd cu datele de
referinta, mentionate in articolul 7, fiecare Parte desemneazi puncte najionale de contact. Vor fi
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desemnate punctul national de contact, previzut la articolele 3 si 4, pentru date ADN, punctul
national de contact, prevazut la articolul 6, pentru date dactiloscopice, punctul national de
contact, previzut la articolul 9, pentru date privind inmatricularea vehiculelor si punctul national
de contact, prevazut la articolul 7, pentru date cu caracter personal.

(2) Punctul national de contact, previzut la articolul 7, va furniza datele cu caracter personal
subsecvente in conformitate cu legislatia nationald a Partii care I-a desemnat. Alte canale de
asistentii judiciard disponibile nu vor fi utilizate, dacd nu sunt necesare in conformitate cu
legislatia nationald, inclusiv a normelor de asistentd judiciara, a Pirtilor.

Articolul 9
Ciutarea automati a datelor de inmatriculare a vehiculelor

(1) Pentru prevenirea §i investigarea infractiunilor si pentru asistenta in identificarea persoanelor
disparute si a rimsitelor umane neidentificate gi in vederea gestiondrii altor fapte aflate in
jurisdictia instantelor sau parchetelor Partii ce realizeazi ciutérile, precum §i pentru mentinerea
sigurantei publice, Pirtile permit punctelor nationale de contact ale celorlalte Parli accesul la
urmatoarele date de inmatriculare a vehiculelor, autorizdndu-le sd efectueze ciutiri automatizate
in cazuri individuale:

(a) date referitoare la proprietari sau utilizatori; $i

(b) date referitoare la vehicule.
Cautdrile trebuie realizate doar cu un numir complet de sasiu sau cu un numar complet de
inmatriculare. Ciutarile vor fi realizate doar in conformitate cu legislatia nationala a Partii care
realizeaza cdutarea.
(2) Pentru scopurile furnizarilor de date, previzute la alineatul (1), fiecare Parte va desemna un
punct national de contact pentru solicitérile primite. Competentele punctelor nationale de contact
trebuie si fie in conformitate cu legislatia nationala aplicabild. Detalii ale aranjamentelor tehnice
privind procedurile vor fi stabilite intr-un manual de utilizare privind datele de Inmatriculare a
vehiculelor.

CAPITOLUL III
DISPOZITII COMUNE PRIVIND CADRUL GENERAL PENTRU SCHIMBUL DE
DATE

Articolul 10
Principii referitoare la schimbul de date ADN si date dactiloscopice

(1) Pirtile utilizeazd standardele existente pentru schimbul de date ADN si date dactiloscopice.
(2) Procedura de transmitere, in cazul cautdrilor automate $i comparérii profilelor ADN si a
datelor dactiloscopice, va fi realizatd printr-o structuré descentralizata.

(3) Vor fi luate masuri adecvate pentru asigurarea confidentialitifii si a integritagii datelor
transmise altor Parti, incluzind criptarea acestora.

(4) Partile vor lua misurile necesare pentru a garanta integritatea profilelor ADN si a datelor
dactiloscopice puse la dispozitic sau trimise pentru comparare cétre alte Par{i §i pentru a asigura
cd masurile sunt conforme cu standardele internationale.




Articolul 11
Specificatii tehnice §i procedurale

(1) Parjile vor respecta specificatiile tehnice comune in legdturd cu toate solicitirile si
raspunsurile referitoare la cautirile si comparirile de profile ADN, date dactiloscopice si date
privind inmatricularea vehiculelor.

(2) Aceste specificatii tehnice gi procedurale sunt stabilite in Acordul de implementare si in
manualele de utilizare.

CAPITOLUL 1V
PROTECTIA DATELOR

Articolul 12
Nivelul de protectie a datelor

fn ceea ce priveste prelucrarea datelor cu caracter personal care sunt sau au fost furnizate in
conformitate cu prezentul Acord, fiecare Parte va garanta in legislatia nationald proprie un nivel
de protectie a datelor cu caracter personal echivalent in esentd cu cel reglementat de Directiva
(UE) 2016/680 si Conventiile si recomandarile relevante ale Consiliului Europei.

Articolul 13
Scop

(1) Prelucrarea datelor cu caracter personal de catre Partea care le primeste trebuie permisa
numai in scopul pentru care datele au fost furnizate In conformitate cu prezentul Acord.
Prelucrarea in alte scopuri va fi permisi numai cu autorizarea prealabild a Partii care
administreaza fisierul si supusid legislatiei nationale a Partii care o primeste. O astfel de
autorizare poate fi acordatd cu conditia ca prelucrarea pentru alte scopuri s fie permisad de
legislatia nationald a Partii care administreaza fisierul.

(2) Prelucrarea datelor furnizate, in conformitate cu articolele 3, 4 si 6, de cétre Partea care
executd ciutirile sau compardrile va fi permisd doar pentru:

(a) a stabili dacd existd o concordantd ntre profilele ADN comparate;

(b) a stabili daci exista o concordanta intre datele dactiloscopice comparate;

(c) a pregati si a Inainta o cerere de asistentd politieneasca sau judiciard in conformitate cu
legislatia nationala, daca exista concordanta certa intre aceste date, prin punctele nationale
de contact desemnate potrivit articolelor 7 si §;

(d) inregistrare, in sensul articolului 17.

(3) Partea care administreaza figierul poate prelucra datele care i-au fost furnizate in conformitate
cu articolele 3, 4 si 6 numai atunci cind este necesar pentru scopul compararii, asigurdrii
raspunsurilor automate la cdutdri sau pentru inregistrare, in conformitate cu prevederile
articolului 17. Datele furnizate vor fi sterse imediat dupd compararea datelor sau dupé raspunsuri
automate la cautiri dacd nu mai sunt necesare pentru prelucréri viitoare in scopurile mengionate
la literele (b) si (¢) ale alineatului (2).

(4) Datele furnizate in conformitate cu articolul 9 pot fi utilizate de Partea care administreaza
fisierul numai atunci cénd acest lueru este necesar pentru scopul asiguririi de raspunsuri
automate la procedurile de ciutare sau pentru inregistrarile previzute la articolul 17. Datele
furnizate vor fi sterse imediat dup# primirea riaspunsurilor automate la cautiri, dacd nu mai sunt




necesare prelucrdrilor viitoare peniru fnregistrarea prevdzuti la articolul 17. Partea care
realizeazd cautarea poate utiliza datele primite intr-un rdspuns numai pentru procedura pentru
care s-a realizat cautarea.

Articolul 14
Autoritati competente

Datele cu caracter personal furnizate pot fi prelucrate numai de cétre autoritdfile competente de
aplicare a legii cu responsabilitate pentru sarcini ce pot asigura atingerea obiectivelor mentionate
la articolul 13. In special, datele pot fi furnizate citre alte entitiiti numai cu acordul prealabil al
Pirtii care le furnizeazi si in concordania cu legislatia nationala a Partii care le primeste.

Articolul 15
Acuratetea, relevanta actuali si perioada de stocare a datelor

(1) Pirtile vor asigura acuratetea si relevanta actuala a datelor cu caracter personal. Dacd rezulta
din oficiu sau ca urmare a notificirii persoanei fizice vizate ¢a date incorecte sau care nu trebuiau
puse la dispozitie au fost furnizate, acest lucru va fi notificat fra Intdrziere cétre Partea sau
Partile primitoare. Partea sau Pirtile implicate sunt obligate si corecteze sau si stearga datele.
Mai mult, datele cu caracter personal furnizate trebuie si fie corectate daca sunt identificate ca
fiind incorecte. Daci autoritatea care le primeste are un motiv si creada ca datele furnizate sunt
incorecte sau ar trebui sterse, autoritatea care le furnizeazi trebuie informata imediat.

(2) Datele, a cdror acuratete este contestatd de cétre persoana vizald §i a caror acuratefe sau
inexactitate nu poate fi stabilitd, vor fi marcate, in conformitate cu legislatia naionala a Partilor,
cu un steag la solicitarea persoanei vizate. Dacd exista un steag, acesta poate fi eliminat in
conformitate cu legislatia nationalid a Partilor $i numai cu permisiunea persoanei vizate sau in
baza deciziei unei instante competente sau a unei autorititi independente de protectie a datelor.
(3) Datele cu caracter personal furnizate care nu ar fi trebuit sa fie furnizate sau primite trebuie
sterse. Datele care sunt, in mod legal, furnizate si primite trebuie sterse:

(a) daci nu sunt sau nu mai sunt necesare pentru scopurile pentru care au fost furnizate; daca
datele personale au fost furnizate fard solicitare, autoritatea care le primeste trebuie sa
verifice imediat daci acestea sunt necesare pentru scopurile pentru care au fost furnizate;

(b) dupa expirarea pericadei maxime pentru péstrarea datelor, previzutd de legislatia
nationald a Périii care le furnizeaza, atunci cand autoritatea care le-a furnizat a informat
autoritatea primitoare despre acea perioadd maxima la momentul furnizarii datelor.

Atunci cand existd motive pentru a crede ci stergerca poate produce prejudicii intereselor
persoanei vizale, datele trebuie si fie pastrate, in conformitate cu legislatia nationala.

Articolul 16
Misuri tehnice si organizatorice de asigurare a protectiei si securitiiii datelor

(1) Autoritatile care furnizeaza si cele care primesc fau masuri pentru a se asigura ca datele sunt
protejate in mod eficient impotriva distrugerii accidentale sau neautorizate, pierderii accidentale,
accesulul neautorizat, alterfirii accidentale sau neautorizate $i dezvaluirii neautorizate.
(2) Caracteristicile specificaiiilor tehnice ale procedurilor automate de céutare sunt reglementate
in misurile de implementare, conform articolului 20, care asigura ca:
(a) vor fi luate masuri tehnice de ultimi generatie pentru asigurarea protectiei si securitatii
datelor si in special a confidentialitatii i integritatii datelor;
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(b) sunt utilizate proceduri de criptare §i autorizare recunoscute de autoritifile competente
atunci cand se recurge la retele general accesibile; si
(¢) poate fi verificatd admisibilitatea cutdrilor in conformitate cu articolul 17 alineatele (2),

4) 51 (5)-
Articolul 17
Autentificare si Tnregistrare: reguli speciale ce guverneaza furnizarea automata §i
neautomata

(1) Fiecare Parte va garanta cd orice furnizare neautomati si orice recepﬁe neautomatd de date cu
caracter personal de cdtre autoritatea care administreazd figierul si de ctre autoritatea care
realizeazi ciutarea este Tnregistrati pentru a fi verificatd admisibilitatea furnizérii. Inregistrarea
trebuie sa contind urmatoarele informatii:

(a) motivul furnizarii;

(b) datele furnizarii;

(¢) data furnizérii si

(d) numele sau codul de referintd al autoritatii care a realizat cdutarea §i al autoritafii care
administreaza figierul.

(2) Urmaitoarele reguli trebuie aplicate la ciutirile automate de date, previzute la articolele 3, 4
si 6 si articolul 9:

(a) doar ofiterii special autorizati pot executa cautiri automate sau compardri. Lista ofiferilor
autorizati si execute ciutiri automate sau compariri va fi pusa la dispozitie, ca urmare a
unor solicitiiri, autorititilor de supraveghere previzute la alineatul (5) i citre alte Parti;

(b) fiecare Parte se va asigura ci fiecare operatiune de furnizare si primire a datelor cu
caracter personal de citre autoritatea care administreaza fisierul gi de catre autoritatea care
realizeazd cHutarile este mrcglstraté inclusiv notificdrile cu privire la existenfa sau
inexistenta unei concordante. Inregistrarea va include urmitoarele informatii:

(i) datele furnizate;

(i) data si ora exactd a furnizarii si

(iii) numele sau codul de referingd al autoritatii care realizeazd cdutarea si al autoritatii care

administreaza fisierul.

Autoritatea care realizeazi cdutarea va inregistra, de asemenea, motivul cautarii sau furnizérii
precum si elemente de identificare ale functionarului care a efectuat ciutarea §i ale functionarului
care a dispus cautarea sau furnizarea.
(3) Autoritatea responsabild cu Inregistrarea va comunica imediat datele inregistrate, la cererea
autoritagilor competente in domeniul protectiei datelor ale Partii relevante, cel mai térziu in
decurs de 4 siptaméni de la primirea solicitdrii. Datele inregistrate pot fi utilizate numai in
urmatoarele scopuri:

(a) monitorizarea protectiei datelor;

(b) asigurarea securitatii datelor.
(4) Datele inregistrate vor fi protejate cu masuri adecvate impotriva utilizérii nepotrivite §i a altor
forme de utilizare improprie §i vor fi pastrate pentru dei ani. Dupa perioada de conservare, datele
inregistrate trebuie sterse de indata.
(5) Responsabilitatea pentru verificari legale ale furnizarilor sau primirilor de date cu caracter
personal aparfine autoritafilor independente de protectie a datclor sau, dupa caz, autoritafilor
judiciare ale Parfilor respective. Oricine poate solicita acestor autoritdfi sd verifice legalitatea




prelucrarii datelor propriei persoane, in conformitate cu legislatia nationald. Independent de
aceste solicitdri, aceste auforitdfi $i organisme responsabile pentru fnregistrare vor realiza
verificari aleatorii privind legalitatea informatiilor furnizate, avand la baza fisiercle implicate.

(6) Rezultatele unor astfel de verificiri trebuie sé fie pastrate pentru inspectie timp de 18 luni de
citre autoritifile independente de protectie a datelor. Dupd aceastd perioadd, acestea trebuie
sterse imediat. Fiecirei autoritaji de protectie a datelor ii poate fi solicitat de catre autoritatea
independents de protectie a datelor a unei alte Parti sa-si exercite atributiile, in conformitate cu
legislatia nationald. Autoritdfile independente de protectie a datelor ale Périilor realizeaza
sarcinile privind inspectia, necesare pentru cooperarea reciprocd, in special prin schimbul
relevant de informatii.

Articolul 18
Drepturile persoanelor vizate la informare i despigubiri

(1) La solicitarea persoanelor vizate, in temeiul legislatiei nationale, vor fi furnizate informatii in
conformitate cu legislatia nationald, citre persoana vizatd cu privire Ja producerea probelor
identititii sale, fard cheltuicli nerezonabile, in termeni general inteligibili §i fard intarzieri
inacceptabile, cu privire la datele prelucrate in interesul persoanei sale, originea datelor,
destinatarul sau grupul de destinatari, scopul prelucrarii i, atunci cand legislatia nationald o cere,
baza legald a prelucrarii. In plus, persoana vizata are dreptul de a-i fi corectate datele inregistrate
in mod eronat si de a-i fi sterse datele inregistrate In mod ilegal. Partile se vor asigura, de
asemenea, ¢ in cazul violdrii drepturilor sale, in ceea ce priveste protectia datelor, persoana
vizata va putea si depuni o plangere efectiva la o instantd independentd sau la un tribunal in
sensul articolului 6 alineatul (1) al Conventiei Europene privind Drepturile Omului sau cétre o
autoritate independentd de supraveghere stabilitd in conformitate cu prevederile legislatiel
nationale potrivit standardelor esential echivalente cu Directiva (UE) 2016/680 si Conventia si
recomandarile Consiliului Europei relevante si i va fi data posibilitatea sd ceard despagubiri sau
alte forme legale de compensare. Regulile detaliate pentru procedura de revendicare a acestor
drepturi si motivele limitérii dreptului de acces vor fi guvernate de dispozitiile legale nafionale
relevante ale Pértii unde persoana vizata isi revendicé drepturile.

(2) Atunci cdnd o autoritate a uneia dintre Parti a furnizat date cu caracter personal in baza
prezentului Acord, autoritatea primitoare a celeilalte Pér{i nu poate invoca inexactitatea datelor
cu scopul de a se sustrage raspunderii fafd de partea vatdmata conform legislaiei nationale. Daca
despagubirile sunt acordate de citre autoritatea primitoare ca urmare a utilizarii datelor
inexacte, transferate, autoritatea care furnizeazi datele trebuie sd ramburseze, in totalitate,
cuantumul despégubirilor platite.

Articolul 19
Informatia solicitata de parti

Partea primitoare va informa Partea care furnizeaza, la cerere, cu privire la prelucrarea datelor
primite si la rezultatele obginute.




CAPITOLUL V
DISPOZITII FINALE

Articolul 20
Acordul de implementare si manualele de utilizare

(1) in baza si in scopul prezentului Acord, Prtile vor incheia un acord pentru implementarea sa.
(2) Manualele de utilizare vor fi pregitite i actualizate de catre grupul de experii compus din
reprezentanti ai Partilor. Manualele de utilizare contin informatii de naturd administrativa si
tehnica necesare pentru schimbul eficient si efectiv de date.

Articolul 21
Evaluarea schimbului de date

(1) Va fi realizati o evaluare a aplicirii administrative, tehnice §i financiare a schimbului de date,
realizat in conformitate cu capitolul IT al prezentului Acord. Evaluarea trebuie realizaté inainte de
inceperea schimburilor de date. Dacd este necesar, evaluarea poate fi repetatd si pentru acele
Pirti care deja aplici Acordul. Evaluarea va fi realizatd cu privire la categoriile de date pentru
care s-a demarat schimbul de date intre Pirtile implicate. Evaluarea se va face Tn baza rapoartelor
Partilor respective.

(2) Evaluarea este realizatd de un grup de lucru comun format din reprezentangi ai Pérfilor.
Grupui de lucru se intruneste la solicitarea uneia dintre Parti sau in mod regulat o data la cinci
ani.

Articolul 22
Relatia cu alte acorduri internagionale

(1) Prezentul Acord nu va afecta drepturile, obligatiile sau responsabilitafile Partilor care decurg
din alte acorduri internationale la care acestea sunt parte.

(2) Daci nu este prevazut altfel, in mod expres, in prezentul Acord, cooperarea va fi realizata in
scopul previizut de legislatia nationala aplicabild a Partilor.

Articolul 23
Implementare si aplicare

(1) Partile vor informa Depozitarul cu privire la faptul ¢ au implementat obligatiile stabilite
acestora prin prezentul Acord §i au desemnat puncte nafionale de contact, in conformitate cu
prezentul Acordul.

(2) Daci a fost realizata o evaluare pozitiva a unei Parti in contextul prezentului Acord (articolul
21) sau a Uniunii Europene, Partea in cauzi poate aplica prezentul Acord imediat in relafia cu
toate celelalte Pirti care de asemenea au fost evaluate pozitiv. Partea in cauzd va informa
Depogzitarul in consecina.

(3) Declaratiile transmise potrivit prevederilor alineatului (1) al prezentului articol pot fi
amendate In orice moment.
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Articolul 24
Depozitar

(1) Depozitarul prezentului Acord este Republica Serbia.

(2) Depozitarul va trimite o copie legalizatd a Acordului fiecarei Péarti.

(3) Depozitarul va notifica Partile cu privire la depozitarea fiecarui instrument de ratificare,
acceptare, aprobare sau aderare, la orice declarafii sau notificari realizate in conexiune cu
prezentul Acord.

(4) Depozitarul va notifica toate Partile cu privire la data intrdrii In vigoare a prezentului Acord,
in conformitate cu articolul 26.

Articolul 25
Ratificarea, acceptarea, aprobarea, aderarea sau formularea de rezerve

(1) Prezentul Acord este supus ratificiirii, acceptirii sau aprobérii Partilor. Instrumentele de
ratificare, acceptare sau aprobare vor fi depuse la Depozitar.

(2) Prezentul Acord va fi deschis aderdrii oricdrei Parti PCC SEE. Instrumentul de aderare va fi
depus la depozitar.

(3) Nu sunt acceptate rezerve la prezentul Acord.

Articolul 26
Intrarea in vigoare

(1) Prezentul Acord va intra in vigoare In a saizecea zi de la data depozitirii celui de-al doilea
instrument de ratificare, acceptare, aprobare sau aderare.

(2) Pentru fiecare Parte care ratificd, acceptd, aprobd sau aderd la prezentul Acord, dupd
depozitarea celui de-al doilea instrument de ratificare, acceptare, aprobare sau aderare, Acordul
va intra in vigoare in a saizecea zi de la depozitarea de catre Partea respectivé a instrumentului
de ratificare, acceptare, aprobare sau aderare.

Articolul 27
Retragere sau suspendare

(1) Prezentul Acord va fi incheiat pentru o perioadéd nedeterminatéa de timp.

(2) Orice Parte se poate retrage din prezentul Acord, in orice moment, prin notificare scrisd
transmisd catre Depozitar. Retragerea va intra in vigoare la 6 luni de la data primirii notificarii de
catre Depozitar.

(3) Indiferent de incetarea aplicirii prezentului Acord prevederile Capitolului IV se vor aplica in
ceea ce priveste datele procesate.

(4) Orice Parte poate suspenda aplicarea prezentului Acord in tot sau in parte daca este necesar
din motive de ordine publicd, securitate nationald sau protectia sindtatii publice. Pértile vor
notifica Depozitarul, fird intdrziere, privind adoptarea sau revocarea unei astfel de mésuri. Orice
misuri adoptatd in conformitate cu prezentul alineat va produce efecte la cincisprezece zile dupd
primirea notificarii de catre Depozitar.

(5) Depozitarul va informa celelalte Parti, fard intarziere, cu privire la notificarea de retragere sau
suspendare.




Drept care, subsemnatii, autorizafi de drept, au semnat prezentul Acord

Pentru Republica Albania
()

Pentru Republica Austria

()

Pentru Bosnia si Hertegovina

()
Pentru Republica Bulgaria

()

Pentru Ungaria

(.r)
Pentru Republica Macedonia

()
Pentru Republica Moldova

()
Pentru Muntenegru

()

Pentru Roménia

.

Pentru Republica Serbia

(")

Pentru Republica Slovenia

()

Incheiat la Viena, la 13 septembrie 2018, intr-un singur exemplar original, in limba englezd.
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Traducere oficiald din limba englezd

ACORD DE IMPLEMENTARE
A ACORDULUI INTRE
PARTILE LA CONVENTIA DE COOPERARE POLITIENEASCA PENTRU EUROPA
DE SUD-EST
PRIVIND
SCHIMBUL AUTOMAT DE DATE ADN, DATE DACTILOSCOPICE $I1 DATE
PRIVIND INMATRICULAREA VEHICULELOR

Partile la prezentul Acord de implementare,

in baza Conventiei de cooperare politiencasci pentru Europa de Sud-Est (denumita in continuare
"PCC SEE"),

In conformitate cu prevederile articolului 20 din Acordul intre partile la Conventia de cooperare
politicneasca pentru Europa de Sud-Est privind schimbul automat de date ADN, date
dactiloscopice si date privind inmatricularea vehiculelor (denumit in continuare ,,Acordul"),

Au convenit urmaétoarele:

Articolal 1
Scop

Scopul prezentului Acord de implementare este de a stabili prevederile administrative si tehnice
necesare pentru implementarea Acordului.

Articolul 2
Definitii

Pentru scopurile prezentului Acord de implementare sunt utilizate definitiile prevdzute la
articolul 1 din Acord.

Articolul 3
Specificatii tehnice

(1) Partile vor respecta specificatiile tehnice comune In legitwd cu toate solicitdrile si
raspunsurile referitoare la ciutiri i compardri de profile ADN, date dactiloscopice si date
privind inmatricularea vehiculelor. Pentru solicitarea §i punerea la dispozitie a datelor
suplimentare cu caracter personal si a altor informatii, dupa confirmarea concordantelor privind
datele dactiloscopice sau datele ADN, prin punctele nationale de contact, fn conformitate cu
articolele 7 §i 8 din Acord, desemnarea i structura datelor cu caracter personal de bazd, a
informatiilor relevante cu privire la infractiuni si/sau a datelor despre caz pot fi convenite pentru
simplificarea §i accelerarea furnizirii unor astfel de date cu caracter personal de bazd.

(2) Aceste specificatii tehnice sunt prevazute in manualele de utilizare, In conformitate cu
prevederile articolului 20 din Acord (denumite in continuare ,,manuale de utilizare™).




Articolul 4
Retea de comunicatii

(1) Schimbul electronic de date ADN, date dactiloscopice §i date privind Inmatricularea
vehiculelor intre Pargi se va realiza prin utilizarea de retele virtuale private, cu criptare.

(2) Detaliile tchnice privind rejeaua de comunicatii si detaliile de contact i de disponibilitate ale
punctelor tehnice de contact se vor stabili In manualele de utilizare.

Articolul 5
Disponibilitatea schimbului automat de date

Partile vor lua toate mésurile necesare pentru a se asigura ¢ procedurile automate de cautare sau
de comparare a datelor ADN, datelor dactiloscopice sau datelor privind inmatricularca
vehiculelor sunt posibile 24 ore din 24 si 7 zile pe sdptdmana. in eventualitatea unor defectiuni
tehnice, punctele nationale de contact ale Partilor se vor informa imediat reciproc i vor conveni
asupra unor alternative temporare de schimb a informatiilor, in conformitate cu prevederile
legale aplicabile. Schimbul automat de date va fi restabilit cat mai repede posibil.

Articolul 6
Principiile schimbului de date ADN

(1) Partile vor utiliza standardele existente pentru schimbul de date ADN, precum Setul Standard
European (ESS) sau Setul Standard Interpol cu privire la secventele ADN/Loci (ISSOL).

(2) Procedura de transmitere, in cazul ciutarii si compararii automate a profilelor ADN se va
realiza printr-o structurd descentralizata.

(3) Vor fi luate misuri adecvate pentru asigurarea confidentialitafii §i integritatii datelor
transmise catre alte Parti, inclusiv criptarea acestora.

(4) Partile vor lua masurile necesare pentru a garanta integritatea profilelor ADN puse la
dispozitie sau transmise pentru comparare catre alte Parti §i pentru a se asigura ca aceste masuri
sunt conforme cu standardele internationale precum ISO 17025.

(5) Pirtile vor utiliza codurile Pértii in conformitate cu standardul ISO 3166-1 alpha-2.

Articolul 7
Reguli pentru solicitiri si rispunsuri

(1) O solicitare pentru cdutare sau comparare automats, aga cum este previzuta in articolele 3 si
4 din Acord, va include doar urméitoarele informatii:
(a) codul Pértii al Partii solicitante;
(b) data, ora i numarul cererii;
(c) profilele ADN si numerele de referin{a ale acestora;
(d) tipurile proﬁlelor ADN transmise (profile ADN neidentificate sau profile ADN de
referintd); si
(e) informatii solicitate pentru controlul sistemelor de baze de date si controlul calitatii
privind procesele de cautare automata.

(2) Rispunsul (raportul privind concordanta) la cererea mentionatd la alineatul (1) va contine
doar urméatoarele informatii:
(a) o indicatie referitoare la una sau mai multe concordante (concordante certe) sau
neconcordante (neconcordante certe);
(b) data, ora §i numarul solicitérii;
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(¢) data, ora si numarul rdspunsului;

(d) codurile Pértii ale Pértilor solicitante i solicitate;

(e) numerele de referingd ale Pérgilor solicitante si solicitate;

(f) tipul profilelor ADN transmise (profile ADN neidentificate sau profile ADN de
referintd);

(g) profilele ADN solicitate §i aflate in concordanté; si

(h) informatiile solicitate pentru controlul sistemelor de baze de date si pentru controlul
calitdtii proceselor automate de cautare.

(3) Notificiri automate ale unei concordange vor fi furnizate numai dacé compararea sau cautarea
automati a rezultat intr-o concordanti a numarului minim de loci. Acest minim este mentionat In
manualele de utilizare.

(4) Partile se vor asigura cu privire la faptul ci solicitdrile respectd declarafiile emise in temeiul
articolului 2 alineatul (3) din Acord. Aceste declaratii vor fi reproduse in manualele de utilizare.

Articolul 8
Proceduri de transmitere pentru ciutarea automati a profilelor ADN neidentificate sau a
profilelor ADN de referinti

(1) Daci, intr-o cautare cu un profil ADN neidentificat sau un profil ADN de referin{d, nu sunt
gisite concordante in baza nationala de date sau este gsitd o concordantd cu un profil ADN,
profilul ADN poate fi, ulterior, transmis catre toate bazele de date ale Piértilor i dacd intr-o
cAutare a acestui profit ADN sunt identificate concordante cu profilul ADN de referinta si/ sau cu
profile ADN neidentificate in bazele de date ale altor Parti, aceste concordante vor fi comunicate
automat si datele ADN de referintd vor fi transmise Pir{ii solicitante; dac nu pot fi identificate
concordante in bazele de date ale altor Pir{i, acest aspect va fi comunicat automat cétre Partea
solicitanta.

(2) Daci intr-o cautare cu profil ADN neidentificat, o concordanta este gésitd in bazele de date
ale altei Prti, fiecare Parte interesatd poate introduce notificari referitoare la acest aspect in
bazele sale de date nationale.

Articolul 9
Principii pentru schimbul de date dactiloscopice

(1) Digitalizarea datelor dactiloscopice si transmiterea lor citre alte Parti va fi realizatd in
conformitate cu formatul de date specificat in manualele de utilizare.

(2) Ficcare Parte se va asigura cd datele dactiloscopice transmise sunt de calitate suficienta
pentru o comparare prin sistemul automat de identificare a amprentelor (AFIS).

(3) Procedura de transmitere pentru schimbul de date dactiloscopice se va realiza printr-o
structurd descentralizata,

(4) Vor fi luate masurile necesare pentru asigurarea confidenfialitdtii si integritajii datelor
dactiloscopice transmise altor Parfi, inclusiv criptarea acestora.

(5) Partile vor utiliza codurile Pirtii in conformitate cu standardul ISO 3166-1 alpha-2.

Articolul 10
Capacititile de cautare a datelor dactiloscopice

(1) Fiecare Parte se va asigura ci solicitdrile de cautare nu excedeazd capacitdiile de cdutare
specificate de Partea solicitats. Pértile vor transmite declaratii in care vor preciza capacitatile
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maxime de ciutare pe zi pentru date dactiloscopice ale persoanelor identificate si date
dactiloscopice ale persoanelor neidentificate nca.

(2) Numirul maxim de candidati acceptafi pentru verificare la o transmitere este specificat in
manualele de utilizare.

Articolul 11
Reguli privind solicitiirile i rispunsurile in legituri cu datele dactiloscopice

(1) Partea solicitatd va verifica calitatea datelor dactiloscopice transmise, fara intérziere, printr-o
procedurd complet automati. In cazul in care datele sunt nepotrivite pentru compararea
automati, Partea solicitatd va informa Partea solicitanta fard intarziere.

(2) Partea solicitatd va realiza ciutiri in ordinea In care solicitérile sunt primite. Solicitarile vor fi
prelucrate in decurs de 24 de ore printr-o procedurd complet automata. Partea solicitantd, in cazul
tn care legislatia nationala proprie prevede, poate solicita o prelucrare acceleratd a solicitérii sale,
iar Partea solicitata va realiza aceste cautari fard Intdrziere. Dacd termenele nu pot fi respectate
din motive de fortd majorii, compararea va fi realizatd, fard intdrziere, imediat dupd ce
impedimentele au disparut.

Articolul 12
Principii referitoare la ciutarea automata a datelor privind inmatricularea vehiculelor

(1) Pentru ciutarea automatd a datelor privind inmatricularea vehiculelor, Pértile vor utiliza o
versiune a aplicatiei software a Sistemului curopean de informatii privind vehiculele i permisele
de conducere (EUCARIS), special conceputd pentru punerea in aplicare a articolului 12 al
Deciziei 2008/615/JA] a Consiliului din 23 iunie 2008 privind intensificarea cooperérii
transfrontaliere, in special in domeniul combaterii terorismului si a criminalitatii transfrontaliere
si versiuni actualizate ale acestei aplicatii.

(2) Cautarea automati a datelor privind inmatricularea vehiculelor se realizeaza printr-o structura
descentralizata.

(3) Informatiile schimbate prin sistemul EUCARIS vor fi transmise in format criptat.

(4) Elementele datelor privind inmatricularea vehiculelor susceptibile de a fi schimbate, sunt
specificate in manualele de utilizare.

(5) In implementarea articolului 9 din Acord, Parfile pot oferi prioritate ciiutdrilor legate de
combaterea criminalititii grave.

Articolul 13
Costuri

Fiecare Parte va suporta costurile proprii rezultate din administrarea, utilizarea §i intretinerea
prezentului Acord de implementare, in special In ceea ce priveste aplicatia software EUCARIS,
mentionatd in articolul 12.

Articolul 14
Manuale de utilizare

Detalii suplimentare referitoare la informatiile tehnice $i administrative necesare pentru un
schimb de date eficient sunt previazute in manualele de utilizare.




Articolul 15
Autoritifi independente de protectie a datelor

Parfile vor informa Depozitarul Acordului referitor la autoritdtile independente de protectic a
datelor, mentionate in articolul 17 din Acord.

Articolul 16
Dispozitii finale

(1) Prezentul Acord de implementare va produce efecte de la intrarea in vigoare a Acordului, in
conformitate cu articolul 26 din Acord.

(2) Prezentul Acord de implementare este incheiat pentru o perioadd nedeterminatd de timp.
Prezentul Acord de implementare va inceta sa se aplice in acelasi timp cu Acordul.

(3) Prezentul Acord de implementare poate fi amendat de citre Parfi. Amendamentele vor fi
ficute in scris si vor intra in vigoare in conformitate cu prevederile alineatului (1) al prezentului
articol.

(4) Prezentul Acord de implementare va fi deschis pentru aderare, sub rezerva aderarii anterioare
la Acord.

Drept care, subsemnatii, autorizati de drept, au semnat prezentul Acord de implementare

Pentru Republica Albania
(...)

Pentru Republica Austria

()

Pentru Bosnia si Hertegovina

(...)
Pentru Republica Bulgaria

()

Pentru Ungaria

()
Pentru Republica Macedonia

(.)
Pentru Republica Moldova

()

Pentru Muntenegru

()

Pentru Romaénia

(--)
Pentru Republica Serbia

()

Pentru Republica Slovenia

Incheiat la Viena, la 13 septembrie 2018, intr-un singur exemplar original, in limba engleza.
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Traducere din limba engleza

PROTOCOL
DE MODIFICARE A ACORDULUI INTRE STATELE PARTI LA CONVENTIA DE
COOPERARE POLITIENEASCA PENTRU EUROPA DE SUD EST PRIVIND SCHIMBUL
AUTOMAT DE DATE ADN, DATE DACTILOSCOPICE $I DATE PRIVIND
INMATRICULAREA VEHICULELOR

Republica Albania, Republica Austria, Republica Bulgaria, Ungaria, Republica Moldova,
Muntenegru, Republica Macedonia de Nord, Romania si Republica Serbia (denumite in
continuare "Parti"),

in dorinta de a modifica Acordul ntre statele parti la Conventia de Cooperare Politieneasca
pentru Europa de Sud Est privind schimbul automat de date AND, date dactiloscopice i
date privind inmatricularea vehiculelor (denumit in continuare "Acord"), in vederea clarificaril
prevederilor privind prevalenta dreptului Uniunii Europene pentru membrii Uniunii Europene
si competenta exclusiva a Comisiei Europene de a da decizii de adecvare privind nivelul de
protectie al datelor in statele terte,

Au convenit urmatoarele:
Articolul 1

Tn articolul 12 al Acordului, textul actual va fi considerat alineatul 1 si va fi introdus urmétorul
alineat 2:

"(2) Prezentul Acord nu certificd n niciun fel c& un stat tert la Uniunea Europeana asigura
un nivel adecvat de protectie a datelor in conformitate cu legislatia UE s, in special,
conform Directivei (UE) 2016/680",

Articolul 2
Tn articolul 22 al Acordului va fi introdus un nou alineat 3:

"(3) In ceea ce priveste prezentul Acord sau orice acord de implementare a acestuia, Pértile
care sunt membre ale Uniunii Europene in relatiile dintre ele vor aplica regulile Uniuni
Europene, in méasura in care existd astfel de reguli ale Uniunii Europene care sa guverneze
subiectul de referinta”.

Articoluf 3

(1) Prezentul Protocol este deschis spre semnare oricarei Parti la Conventia de Cooperare
Politieneasca pentru Europa de Sud Est (Parte PCC SEE).

(2) Prezentul Protocol va fi ratificat, acceptat sau aprobat de catre semnatarii s&i. Instrumentele
de ratificare, aderare sau aprobare vor fi depozitate la Depozitarul Acordului.

y
fnc,%'i’oq
%%

o
AN

L

Pt
o
O

/



(3) O Parte PCC SEE nu poate s4 ratifice, accepte sau aprobe prezentul Protocol decat daca
anterior sau simultan a ratificat, acceptat, aprobat sau a aderat la Acord.

(4) Dupa semnarea prezentului Protocot si inainte de intrarea in vigoare, o Parte PCC SEE nu
poate s4 ratifice, accepte, aprobe sau s& adere la Acord decét daca anterior a ratificat,
acceptat sau aprobat prezentui Protocol.

(5) Nu vor fi exprimate rezerve cu privire la prezentul Protocol.

Articolul 4

(1) Prezentul Protocol va intra in vigoare dupa ratificarea, acceptarea sau aprobarea de catre
toate Pértile la Acord fa data semndrii prezentului Protocol in a saizecea zi de la data
depozitarii ultimului instrument de ratificare, acceptare sau aprobare. Pentru fiecare
semnatar care Isi exprimé ulterior intentia de a fi parte la prezentul Protocol, acesta va intra
in vigoare Tn a saizecea zi de la dépozitarea instrumentului sau de ratificare, acceptare sau
aprcbare.

(2) Fiecare Parte PCC SEE care semneaza, ratificd, accepté sau aproba prezentul Protocol
poate s3 declare ca aplica provizoriu articolele 1 si 2 ale prezentului Protocol pana la
intrarea Tn vigoare a Protocolului.

(3) De indaté ce prezentul Protocol intré in vigoare, Depozitarul va stabili textul Acordului asa
dupa cum a fost modificat prin prezentul Protocol §i va transmite 0 copie certificatd a
Acordului modificat tuturor Partilor PCC SEE.

(4) Orice Parte PCC SEE care adera la Acord dupd intrarea Tn vigoare a prezentului Protocol
poate deveni Parte la Acord asa dupa cum a fost acesta modificat de prezentul Protocol.

(5) Prezentul Protocol se incheie pentru o perioada nedeterminata de timp. Acesta va raméane
in vigoare atat timp cat Acordul rémane n vigoare.

Subsemnatii, autorizati de drept, au semnat prezentul Protocol:

Pentru Republica Albania,

Pentru Republica Austria,

Pentru Republica Bulgaria,

Pentru Ungaria,

Pentru Republica Moldova,

Pentru Munienegru,

Peniru Republica Macedonia de Nord,
Pentru Romania,

Pentru Republica Serbia

incheiat la ....coccvvveeeiiireene A 2021, intr-un singur exemplar original, in
limba engleza.
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Protocot amending the Agrecment hetween the Parties to the Police Cooperation
Convention for Southeast Eurape on the automated exchange of DNA data.
dactyloscopic data and vehicle registration data

the Repablic of Albaniz, e Republic of Austrii, the Republic of Bulparin, Hungary, the Republic
of Moldava, Manienegro, the Republic of Norh Macedonia, Romaria and the Republic ol Serbia,

Dusiring o amend the Apreement between the Parties 1o 1he Police Conpuration Convention lor
Southeast Europe on e automated exchange of DNA dala, dactyloscopic dua and vehiele registration
datar therealier referred 1o as “Apreement™ in axder (o ¢ Jupif ¥ provisions on the primacy of European
Hiien T for members of the Laropean Union und the exelugive computence of e Buropean
Commissiale o ke sdequiny decisions coieerning the dan prestecton level in third stntes.

+

Have agreed on the following;
Article |

I Article 12 ofthe Agreement. ithe coreent text shall be designated ns paragraph 1 and the following
s paragrapl 2 shall be inserted:

“123 This Agreement is not meant (o certify whether or not a third countey 1o the Tu ropean Linion
ensitay an adequate level ol data protection accarding to BU legislation and. in particular. within te
meaning of the Dircetive 1RUY 2016680,

Aptiele 2

by Avticke 22 of the Asreement the following new paraguph 3 shalf he inserted:

MY WD regird 1o this Agreement or #ny agreement impleventing H, e Parties w

membets of the T urapean Vaion shall. in their mutd relations, apply the
it far as hiere are Kuropean Uniu vules powver

hich are
rules of the Buropean Usion,
ning the particahr subject concerned.™
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Artiele 3

Ihis Protoen] shall be open for sigriture by sy Party o the Police Conperation Convention
for Southeast Burape (PCC SEL Paeiy),

Ehis Prowsesl i suhject 1o ratitication, aeeeptance oF approval of s Signwtories, The
msrments of rtification. acceptance ar appravat shall he deposited with the Depositary of
the Agreement,

A PCC SEL Party may not ralify. aceept or approve 1his Protocol wnless it s previously or
simultaneousty ratified. aceepted, appraved or acceded Lo the Apreement,

After the sipnature af this Protacol and belore it eney into foree, & PCC SEE Party may nos
ratify, accops, approve o acewde ta the Agrecinent unless it has simultaneously ralificd.
secepled or approved this Pratoent,

Noreservations may be mude ta this Protocul.
Article 4

This Protoced shall enter into foree alfter ratification, acceptance or approval by all Parties (o
the Agreement as ol ibe date of signature ol this Protocol en the sixtieth day fotlowing the die

al'the deposit of the Jast instrument ol rafilication, accepiance or approval, For each Stgmatory {1

subsequently expressing its consent 1o be bound by thig Pronoeol, it shall enter into foree on
the sixticth day afler the deposit of its mstrument of ratification. aceeplance or approva,

lach PCC SEE Party signing. ratifving, aecepting or approving this Prolacol may declare 10
apply Articles 1 and 2 of (his Protacol provisionally until the entey into foree of the Protacal.

As woun as this Protacel enters into foree, the Depositary shatl establish the text of the
Agreement as amended by 1his Protocol and shall send a certiflted copy of the amended
Agreement to all PCC SEE Parties.

Ay PCC SEL Party seceding 1o the Agreement afier the entry into foree of this Protocol IS
onfy become a Parly 1o the Agreomuent as amended by this Pralacol,
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(3)  This Proweol is com haded {or an indefinie periog of time, Hawever, it shall cease 1o be in
foree at the same thne as the A Ereement ecases to be i figee,

I witness whereof the wndersipned. being duly authorised have siased this Protaco:

For the Republic of Allania

For the Republic of Austiz

Far the Republic of Bulgaria

For Rungary

For the Republic of Moldova

For Mantenepro

For the Republic of North Macedonia

l
For Romania
For the Republic of Serbia
Doneal v, veee thin v dlay ol'........................2021.innsingie original in

the English language.

Copie certificati a docum SM ‘




PCC SEE

Mandated representatives of the Contracting Parlies who signed
the Protoral Amending the Agreenment between the Partles 1o the Police Cooporation
Convention for Southeast Surope on the Automated Cxchange of INA Dala, Dactyloscopic

Contracting Party

Date and Vehicle Registration Data

Name and Surnsme Posltion

Place and date

l Mr. Bledar CUSI

Republic of | Minisiar of Intorior Tirana, 30 Seplember 2021

Albania

Repubiic of 1, Nikalaus Austrian Ambassadorin [Belgradge, 10 November 2021

Austriz LUTTEROTTI Belgrade

Republic of r. Bovko RASHKOV dinister of Interior Sofla, 21 pMareh 2022

Buigaria

Hungary Mr. Ldszl6 Istvdn DUX Hungarlan Ambassader {Skopje, 30 November 2022
In Skupje

Republic of is. Ana REVENCO Minfster of internal Chisinay, 22 December 2021

Molidava Affairs

ivientenegro M. Sergef SCKULOVIC | Binlster of the Interior Fodporica, 08 February 2022

Republic of North

Nar. Qliver SPASOVSEL | Minister ol Interior

Skapje, 30 November 2021

Macedonia
Romania Mr. Aurtlixn State Secretary, Skope, 30 November 2021
PADURARU Ministry of Interna!
Affairs

Republic of Serbip

Mz, Aleksandar VULIN | Minister of the Interior

Belgrade, 19 August 2021

Copie certificati a docuniey

Felix VaHkrih aFirectohid ¢

Directia T4t
Ministerul Afac




IMPLEMENTING AGREEMENT
OF THE AGREEMENT
BETWEEN THE PARTIES TO THE POLICE COOPERATION CONVENTION FOR
SOUTHEAST EUROPE
ON THE AUTOMATED EXCHANGE OF DNA DATA, DACTYLOSCOPIC DATA
AND VEHICLE REGISTRATION DATA

The Parties to this Implementing Agreement,

Based on the Police Cooperation Convention for Southeast Europe {hereinafter referred
to as: “the PCC SEE”),

n accordance with Article 20 of the Agreement between the Parties to the Police
Cooperation Convention for Southeast Europe on the automated exchange of DNA data,
dactyloscopic data and vehicle registration data {hereinafter referred to as: “the
Agreement”},

Have agreed as follows:

Article 1
Aim

The aim of this Implementing Agreement is to lay down the necessary administrative
and technical provisions for the implementation of the Agreement.

Article 2
Definitions

For the purposes of this Implementing Agreement the definitions in Article 1 of the
Agreement are used.

Article 3
Technical specifications

(1) The Parties shall observe common technical specifications in connection with all
requests and answers relasted to searches and comparisons of DNA profiles,
dactyloscopic data and vehicle registration data. For request and provision of further
personal data and other information after confirmed dactyloscopic or DNA hits via
national contact points in accordance with Articles 7 and 8 of the Agreement, the
designation and structure of core personal data, relevant criminal information and

provision,




;'_,.*(2) These technical specifications are laid down in User manuals, as referred 1o in Article
|7+ 20 of the Agreement {hereinatter referred to as: “the User manuals”).

Article 4
Communications network

(1) The electronic exchange of DNA data, dactyloscopic data and vehicle registration
data between the Parties shall take place using secure virtual private networks with
encryption.

(2} The technical details on the communication network and the contact details and
availability of the technical contact paints shall be set forth in the User manuals.

Article 5
Availability of automated data exchange

The Parties shall tzke all necessary measures to ensure that automated searching or
compatrison of DNA data, dactyloscopic data and vehicle registration data is possible 24
hours a day and seven days a week. In the event of a technical fault, the Parties' national
contact paints shall immediately inform each other and shall agree on temporary
alternative information exchange arrangements in accordance with the legal provisions
applicable. Automated data exchange shall be re-established as quickly as possible.

Article 6
Principles of DNA data exchange

(1) The Parties shall use existing standards for DNA data exchange, such as the European
Standard Set (ESS} or the Interpol Standard Set of Loci {1S50L).

(2) The transmission procedure, in the case of automated searching and comparison of
DNA profiles, shall take place within a decentrafised structure,

{3} Appropriate measures shall be taken to ensure confidentiality and integrity for data
being sent to other Parties, including their encryption.

{4) The Parties shall take the necessary measures to guarantee the integrity of the DNA
profiles made available or sent for comparison to the other Parties and to ensure that

these measures comply with international standards such as ISO 17025,

{5) Parties shall use Party codes in accordance with the 15O 3166-1 alpha-2 standard.




Article 7
Rules for requests and answers

{1) A request for an automated search or comparison, as referred to in Articles 3 and 4
of the Agreement, shall include only the following information:

(a) the Party code of the requesting Party;
(b) the date, time and indication number of the request;
{c} DNA profiles and their reference numbers;

(d) the types of DNA profiles transmitted {unidentified DNA profiles or reference DNA
profiles); and

{e) information required for controlling the database systems and quality control for the
automatic search processes.

(2) The answer {matching report) to the request referred to in paragraph 1 shall contain
only the following information;

fa) an indication as to whether there were one or more matches {hits) or no matches {no
hits);

(b) the date, time and indication number of the request;

{c) the date, time and indication number of the answer;

(d) the Party codes of the requesting and requested Parties;

(e) the reference numbers of the requesting and requested Parties;

{f} the type of DNA profiles transmitted (unidentified DNA profiles or reference DNA
profiles);

() the requested and matching DNA profiles; and

(h) information required for controlling the database systems and quality control for the
automatic search processes.

{3} Autormated notification of a match shall only he provided if the automated search or
comparison has resulted in a match of a minimum number of loci. This minimum is set
out in the User manuals.

{4) The Parties shall ensure that requests comply with declarations issued pursuant to
Article 2(3) of the Agreement. These declarations shall be reproduced in the User
manuals.




H
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-y Article 8
'_;;i'Transmission procedure for automated searching of unidentified or reference DNA
N profiles

{1) If, in a search with an unidentified or reference DNA profile, no match has been
found in the national datzbase or a match has been found with a DNA profile, the DNA
profile may then be transmitted to zll ather Parties' databases and if, in a search with
this DNA profile, matches are found with reference DNA profites and/or unidentified
DNA profiles in other Parties' databases, these matches shall be automatically
communicated and the DNA reference data transmitted to the requesting Party; if no
matches can be found in other Parties' databases, this shall be automatically
communicated to the requesting Party.

(2) If, in a search with an unidentified DNA profile, a match is found in other Parties'
databases, each Party concerned may insert a note to this effect in its national database.

Article 9
Principles for the exchange of dactyloscopic data

(1) The digitalisation of dactyloscopic data and their transmission to the other Parties
shall be carried out in accordance with the uniform data format specified in the User
manuals.

(2) Each Party shall ensure that the dactyloscopic data it transmits are of sufficient
quality for a comparison by the automated fingerprint identification systems [AFIS).

(3) The transmission procedure for the exchange of dactyloscopic data shall take place
within a decentralised structure.

{4) Appropriate measures shall be taken to ensure the confidentiality and integrity of
dactyloscopic data being sent to other Parties, including their encryption.

(5) The Parties shall use Party codes in accordance with the 1SO 3166-1 alpha-2 standard.

Article 10
Search capacities for dactyloscopic data

(1) Each Party shali ensure that its search requests do not exceed the search capacities
specified by the requested Party. Parties shall submit declarations in which they lay
down their maximum search capacities per day for dactyloscopic data of identified
persons and for dactyloscopic data of persons not yet identified.

{2) The maximum numbers of candidates accepted for verification per transmission ag
set out in the User manuals. 29
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Article 11
Rules for requests and answers in connection with dactyloscopic data

(1) The requested Party shall check the quality of the transmitted dactyloscopic data
without delay by a fully autemated procedure. Should the data be unsuitable for an
automated comparison, the requested Party shall inform the requesting Party without
delay.

(2) The requested Party shall conduct searches in the order in which requests are
received. Requests shall be processed within 24 hours by a fully automated procedure.
The requesting Party may, if its national law sa prescribes, ask for accelerated processing
of its requests and the requested Party shall conduct these searches without delay. {f
deadlines cannot be met for reasons of vis major, the comparison shall be carried out
without delay as soon as the impediments have been removed.

Article 12
Principles of automated searching of vehicle registration data

(1) For automated searching of vehicle registration data Parties shall use a version of the
European Car and Driving Licence Information System (EUCARIS) software application
especially designed far the purposes of Article 12 of Council Decision 2008/615/JHA of
23 lune 2008 on the stepping up of cross-barder caoperation, particularly in combating
terrorism and cross-barder crime, and amended versions of this software.

(2) Automated searching of vehicle registration data shall take place within a
decentralised structure.

(3) The information exchanged via the EUCARIS system shall be transmitted in encrypted
form.

(4) The data elements of the vehicle registration data to be exchanged are specified in
the User manuals.

(5) In the implementation of Article 9 of the Agreement, Parties may give priority to
searches related to combating serious crime.

Article 13
Costs

Each Party shall bear its own costs arising from the administration, use and maintenance
of this Implementing Agreement, especially of the EUCARIS software application
referred toin Article 12,




Article 14
User Manuals

Further details concerning administrative and technical information needed for efficient
and effective exchange of data are set out in the User manuals.

Articie 15
ndependent data protection authorities

The Parties shall inform the Depositary of the Agreement of the independent data
protection authorities as referred to in Article 17 of the Agreement.

Article 16
Final provisions

(1} This Implementing Agreement shall take effect with entry into force of the
Agreement, accarding to Article 26 of the Agreement.

{2) This Implementing Agreement is concluded for an indefinite period of time. This
implementing Agreement shall cease to apply at the same time as the Agreement.

(3) This Implementing Agreement may be amended by the Parties. Such an amendment
shall be initiated in writing and shall enter into force accarding to the procedures
described in paragraph 1 of this Article.

(4} This tmplementing Agreement shall be open for accession, subject to previous
accession to the Agreement.

In  witness whereof the undersigned, being duly authorised have signed this
implementing Agreement:

For the Republic of Albania «

For the Republic of Austria

For Bosnia and Herzegovina

For the Republic of Bulgaria




For Hungary

For the Republic of Macedonia“
For the Republic of Moldova
For Montenegro

For Romania

For the Republic of Serbia

For the Republic of Slovenia

Done in Vienna, on the 13® day of September 2018, in a single original copy in the
English language.
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CERTIFIED TRUE copy

Copie certificatd a exemplarului detinut de
MAE

Corina Badea, dirgcfor

Directia Tratati?&nation é} -y
Ministerul Afacrilor Exterh& \@
S A




AGREEMENT
BETWEEN THE PARTIES TO THE POLICE COOPERATION CONVENTION
FOR SOUTHEAST EUROPE
ON THE AUTOMATED EXCHANGE OF DNA DATA, DACTYLOSCOPIC DATA AND
VEHICLE REGISTRATION DATA

The Parties to this Agreement,

Based on the Police Cooperation Convention for Southeast Europe (hereinafter referred to
as: “the PCC SEE”),

Desirous of strengthening cross-border cooperation, particularly in combating terrorism,
cross-border crime and illegal migration and endeavouring the implementation of the PCC
SEE, in particular on the transmission and comparison of DNA profiles, dactyloscopic data
and vehicle registration data,

Having in mind the Conclusions of the 11™ PCC SEE Committee of Ministers (01/2014), the
Conclusions of the 12 PCC SEE Committee of Ministers (05/2014)and the Conclusions of the
15" PCC SEE Committee of Ministers (01/2016)highlighting the strong need for the
development of automated DNA data, dactyloscopic data and vehicle registration data
information exchange, within the PCC SEE legal framework,

Acknowledging the PCC SEE developments in the Area of Data Protection, where all Parties
have successfully passed the evaluations in the area of personal data protection and have,
consequently, fulfilled the preconditions to exchange personal data, while taking into
account the common European data protection principles and standards as enshrined in
Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA
(hereinafter referred to as: “Directive (EU) 2016/680") and the relevant Convention of the
Council of Europe on Protection of Personal Data and relevant Council of Europe
recommendation for protection of personal data for the Police sector (hereinafter referred
to as: “relevant Council of Europe Convention and recommendations”),

Having in mind the provisions deriving from the Treaty of 27 May 2005 between the
Kingdom of Belgium, the Federal Republic of Germany, the Kingdom of Spain, the French
Republic, the Grand Duchy of Luxembourg, the Kingdom of the Netherlands and the Republic

of Austria on the stepping up of cross-border cooperation, particularly in combating
terrorism, cross-border crime and illegal migration (hereinafter referred to as: “the Priim
Treaty”), the Implementing Agreement of the Prim Treaty, the CounCI! Decision
2008/615/JHA of 23 June 2008 on the stepping up of cross-border cooperatson, s_t@i‘fla’er“’\
in combating terrorism and cross-border crime (hereinafter referred to agt, "‘th {u‘ Ham "-\\b-
Decision”) and the Council Decision 2008/616/JHA of 23 June 2008 on the Implgrrzfnt hg‘f

1ar1

Decision 2008/615/JHA on the stepping up of cross-border cooperation

Page\l 231’" T4
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[ comibating terrorism and cross-border crime (hereinafter referred to as:“the Priim
v . o e "

+=Implementing Decision”),

Have agreed as follows:

CHAPTER |
General Provisions

Article 1
Aim, scope and definitions

(1) By means of this Agreement, the Parties intend to strengthen cross-border police
cooperation with respect to fighting threats to public security with respect to prevention,
detection and investigation of criminal offences as laid down in the PCC SEE. To this end, this
Agreement contains rules for automated exchange of DNA data, dactyloscopic data and
vehicle registration data and exchange of available subsequent personal and case-related
data in case of a hit.

{2) For supporting the implementation of the transmission and comparison of DNA data,
dactyloscopic data and vehicle registration data the Parties lay down:

{a) provisions on the conditions and procedure for the automated transfer of DNA
profiles, dactyloscopic data and vehicle registration data;

(b} the necessary administrative and technical provisions for the implementation of
automated exchange of DNA data, dactyloscopic data and vehicle registration data.
(3) For the purposes of this Agreement:

(a) “search”and “comparison”mean the procedures by which it is established whether
there is a match between, respectively, DNA data or dactyloscopic data which have
been communicated by one Party and DNA data or dactyloscopic data stored in the
databases of one, several, or all of the Parties;

(b} “automated searching” means an online access procedure for consulting the
databases of one, several, or all of the Parties;

{c) “DNA profile” means a letter or number code which represents a set of identification
characteristics of the non-coding part of an analysed human DNA sample, i.e. the
particular molecular structure at the various DNA locations (loci);

(d) “non-coding part of DNA” means chromosome regions not genetically expressed, i.e.
not known to provide for any functional properties of an organism;

(e} “DNA data” mean DNA profile, reference number and personal identification data;
(f) “DNA reference data” mean DNA profile and reference number;
(g) “reference DNA profile” means the DNA profile of an identified person;

{h) “unidentified DNA profile” means the DNA profile obtained from tracfesﬁ;e dch

during the investigation of criminal offences and belonging to a pe:.;r’:go ofFYe
identified; = 75-
ARG :
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;

(i)

comparison;

“dactyloscopic data” mean fingerprint images, images of fingerprint latents, palm
prints, palm print latents and templates of such images (coded minutiae), when they
are stored and dealt within an automated fingerprint identification system (AFIS)
database;

“vehicle registration data” mean the data-set as specified in Article 9;

“personal data” shall mean any information relating to an identified or identifiable
natural person (the “data subject”);

{m)“core personal data” means Name (Family Name(s), First Name(s)), Date of Birth,

(o

(p)

(r)

(s)

——

et

Nationality, Gender, Alias Name(s) and Date(s) of Birth, Date Fingerprinted / DNA
sampled, Reason Fingerprinted / DNA sampled, Place Fingerprinted / DNA sampled,
and it available True Identity Confirmation Status, Address, Height, Weight, Number
of Passport, Picture (Face);

“individual case” means a single investigation or prosecution file. if such a file
contains more than one DNA profileor one piece of dactyloscopic data they may be
transmitted together as one request;

“processing of personal data” means any operation or set of operations which is
performed upon personal data, whether or not by automatic means, such as
collection, recording, organisation, storage, adaptation or alteration, sorting,
retrieval, consultation, use, disclosure by supply, dissemination or otherwise making
available, alignment, combination, erasure or destruction of data. Processing within
the meaning of this Agreement shall also include notification of whether or not a hit
exists;

“automated search procedure” means online access to the databases of another
Party where the response to the search procedure is fully automated;

“missing persons” means persons whose absence is assumed in connection to a
crime, a suicide, an accident or a disaster;

“match / no-match” means the result of a machine {AFIS or DNA-match-engine). It
would also mean that a no-match is always a no-hit. On the other hand it is also
possible that a match is a no-hit after the necessary forensic verification / validation;
“hit"means the confirmed positive identification result confirmed by a human heing
{expert) after forensic verification / validation. Forensic confirmation has to be
carried out in line with forensic quality management requirements {e.g, accreditation
standards);

“DNA analysis files” mean national DNA databases and linked administrative
subsystems as e.g. crime scene stain / person identification databases and lab
information systems {LIMs), which contain all relevant information for forensic and
investigative confirmation of DNA profiles analysed with DNA technologies and will

allow also secure linkage to Individual case / personal data of DNA profiles; _ M;;"Z;?\
“criminal offences” mean those offences which are prosecuted ex «o: 'igcior;ﬁ:i“ﬁ;*\f‘
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accordance with the Parties’ nationa! legislation.




L CHAPTER 1
ONLINE ACCESS AND FOLLOW-UP REQUESTS

Article 2
Establishment of national DNA analysis files

(1) The Parties shall open and keep national DNA analysis files for the investigation of
criminal offences and assist in the identification of missing persons and unidentified human
remains in accordance with the national legislation. Processing of data kept in those files,
under this Agreement, shall be carried out in accordance with this Agreement, in compliance
with the PCC SEE and the national legislation applicable to the data processing.

(2) For the purpose of implementing this Agreement, the Parties shall ensure the availability
of reference data from their national DNA analysis files as referred to in the first sentence of
paragraph 1. Reference data shall only include DNA profiles established from the non-coding
part of DNA and a reference number, Reference data shall not contain any data from which
the data subject can be directly identified. Reference data which is not attributed to any
individual (unidentified DNA profiles) shall be recognisable as such.

(3) Each Party shall inform the Depositary of the national DNA analysis files to which
Articles 2 to 4 and Article 7 apply and the conditions for automated searching as referred to
in Article 3(1).

Article 3
Automated searching of DNA profiles

{1) For the investigation of criminal offences and to assist in the identification of missing
persons and unidentified human remains, the Parties shall allow other Parties' national
contact points as referred to in Article8, access to the reference data in their DNA analysis
files, with the power to conduct automated searches by comparing DNA profiles. Searches
may be conducted only in individual cases and in compliance with the requesting Party's
national legislation.

(2) Should an automated search show that a DNA profile supplied matches DNA profiles
entered in the receiving Party's searched file, the national contact point of the searching
Party shall receive in an automated way the reference data with which a match has been
found. If no match can be found, automated notification of this shall be given.

Article 4
Automated comparison of DNA profiles

(1) For the investigation of criminal offences and to assist in the identification of missing
persons and unidentified human remains, the Parties shall, by mutual consent, via their
national contact points, compare the DNA profiles of their unidentified DNA profiles withalle
DNA profiles from other national DNA analysis files' reference data. Profiles shaii/bé/L%ph_ed@f’: g
and compared in automated form. Unidentified DNA profiles shall be uppiljﬁ 'fo i
comparison only where provided for under the requesting Party's national [eg:slftlfx I [
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(2)"/thould a Party, as a result of the comparison referred to in paragraph 1, find that any
DNA profites supplied match any of those in its DNA analysis files, it shall, without delay,
supply the other Party's national contact point with the DNA reference data with which a

match has been found.

Article 5
Dactyloscopic data

For the purpose of implementing this Agreement, Parties shall ensure the availability of
reference data from the file for the national automated fingerprint identification systems
established for the prevention and investigation of criminal offences and to assist in the
identification of missing persons and unidentified human remains. Reference data shall only
include dactyloscopic data and a reference number. Reference data shall not contain any
data from which the data subject can be directly identified. Reference data which is not
attributed to any individual (unidentified dactyloscopic data) must be recognisable as such.

Article 6
Automated searching of dactyloscopic data

(1) For the prevention and investigation of criminal offences and to assist in the
identification of missing persons and unidentified human remains, Parties shall allow other
Parties' national contact points, as referred to in Article 8, access to the reference data jn the
automated fingerprint identification systems which they have established for that purpose,
with the power to conduct automated searches by comparing dactyloscopic data. Searches
may be conducted only in individual cases and in compliance with the requesting Party's
national legislation.

(2} The confirmation of a match of dactyloscopic data with reference data held by the Party
administering the file shall be carried out by the national contact point of the requesting
Party by means of the automated supply of the reference data required for a hit.

Article 7
Supply of further personal data and other information

Should the procedures referred to in Articles 3 and 4 show a hit between DNA profiles or the
procedures referred to in Article 6 show a hit between dactyloscopic data, the supply of
further available personal data in addition to core personal data and other information
relating to the reference data shall be governed by the national legislation, including the
legal assistance rules, of the requested Party. Subject to Article 8 paragraph 2, the supply will
be provided by a national contact point.
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Article 8
National contact points

(1) For the purposes of the supply of data as referred to in Articles3, 4 and 6,and
subsequent supply of further available personal data and other information relating to the
reference data, as referred to in Article 7, each Party shall designate national contact
points.it shall indicate the national contact point, mentioned in Articles 3 and 4 for DNA
data, the national contact point, mentioned in Article 6 for dactyloscopic data, the national
contact point, mentioned in Article 9 for vehicle registration data and the national contact
point, mentioned in Article 7 for persanal data.

(2) The national contact point as referred to in Article 7 shall supply such subsequent
personal data in accordance with the national legislation of the Party designating the
responsible contact point. Other available legal assistance channels need not be used unless
necessary in accordance with the national legislation, including the legal assistance rules, of
the Parties.

Article 9
Automated searching of vehicle registration data

(1) For the prevention and investigation of criminal offences and to assist in the
identification of missing persons and unidentified human remains and in dealing with other
offences coming within the jurisdiction of the courts or the public prosecution service in the
searching Party, as well as in maintaining public security, Parties shall allow other Parties’
national contact points, access to the following national vehicle registration data, with the
power to conduct automated searches in individual cases:

{a) data relating to owners or operators; and
(b) data relating to vehicles.

Searches may be conducted only with a full chassis number or a full registration number.
Searches may be conducted only in compliance with the searching Party's national
legislation.

(2) For the purposes of the supply of data as referred to in paragraph 1, each Party shall
designate a national contact point for incoming requests. The powers of the national contact
points shall be governed by the applicable national legislation. Details of technical
arrangements for the procedure shall be laid down in a vehicle registration data User
manual.

CHAPTERIII
COMMON PROVISIONS ON THE FRAMEWORK FOR DATA EXCHANGE

Article 10
Principles of DNA and dactyloscopicdata exchange

(1) The Parties shall use existing standards for DNA and dactyloscopic data exch
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(2)Th;é transmission procedure, in case of automated searching and comparison of DNA
profiles and of dactyloscopic data shall take place within a decentralised structure.

(3) Appropriate measures shall be taken to ensure confidentiality and integrity for data being
sent to other Parties, including their encryption.

(4) The Parties shall take the necessary measures to guarantee the integrity of the DNA
profiles and dactyloscopic data made available or sent for comparison to the other Parties
and to ensure that these measures comply with international standards.

Article 11
Technical and procedural specifications

(1) The Parties shall observe common technical specifications in connection with all regquests
and answers related to Searches and comparisons of DNA profiles, dactyloscopic data and
vehicle registration data.

(2) These technical and procedural specifications are laid down in the Implementing
Agreement and User manuals.

CHAPTER IV
DATA PROTECTION

Article 12
Level of data protection

As regards the processing of personal data which are or have been supplied pursuant to this
Agreement, each Party shall in its national legislation ensure an adequate level of protection
of personal data essentially equivalent to the principles and standards enshrined in Directive
(EU) 2016/680 and the relevant Council of Europe Convention and recommendations.

Article 13
Purpose

(1) Processing of personal data by the receiving Party shall be permitted solely for the
purposes for which the data have been supplied in accordance with this Agreement.
Processing for other purposes shall be permitted solely with the prior authorisation of the
Party administering the file and subject only to the national legislation of the receiving Party.
Such authorisation may be granted provided that processing for such other purposes is
permitted under the national legislation of the Party administering the file.

(2} Processing of data supplied pursuant to Articles 3, 4 and 6 by the searching or comparing
Party shall be permitted solely in order to:
{a} establish whether there is a match between the compared DNA profiles;

(b) establish whether there is a match between the compared dactyloscopic dat#;
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(c) prepare and submit a police or judicial request for legal assistance in compliance with

national legislation if there is a hit between those data via the national contact point
designated in accordance with Articles 7 and 8;

(d) record within the meaning of Article 17.

(3) The Party administering the file may process the data supplied to it in accordance with
Articles 3, 4 and 6 solely where this is necessary for the purposes of comparison, providing
automated replies to searches or recording pursuant to Article 17. The supplied data shall be
deleted immediately following data comparison or automated replies to searches unless
further processing is necessary for the purposes mentioned under points {b} and {c) of the
second paragraph.

{4) Data supplied in accordance with Article 8 may be used by the Party administering the
file solely where this is necessary for the purpose of providing automated replies to search
procedures or recording as specified in Article 17. The data supplied shall be deleted
immediately following automated replies to searches unless further processing is necessary
for recording pursuant to Article 17. The searching Party may use data received in a reply
solely for the procedure for which the search was made.

Article 14
Competent authorities

Personal data supplied may be processed only by the competent law enforcement
authorities with responsibility for a task in furtherance of the aims mentioned in Article 13.
In particular, data may be supplied to other entities only with the prior authorisation of the
supplying Party and in compliance with the national legislation of the receiving Party.

Article 15
Accuracy, current relevance and storage time of data

{1} The Parties shall ensure the accuracy and current relevance of personal data. Should it
transpire ex officio or from a notification by the data subject that incorrect data or data
which should not have been supplied have been supplied, this shall be notified without delay
to the receiving Party or Parties. The Party or Parties concerned shall be obliged to correct or
delete the data. Moreover, personal data supplied shall be corrected if they are found to be
incorrect. If the receiving body has reason to believe that the supplied data are incorrect or
should be deleted the supplying body shall be informed forthwith.

(2) Data, the accuracy of which the data subject contests and the accuracy or inaccuracy of
which cannot be established shall, in accordance with the national legisiation of the Parties,
be marked with a flag at the request of the data subject. If a flag exists, this may be removed
subject to the national legislation of the Parties and only with the permission of the data
subject or based on a decision of the competent court or independent data protection
authority,

{3} Personal data supplied which should not have been supplied or received shzall b
Data which are lawfully supplied and received shall be deleted:




{a) if they are not or no longer necessary for the purposes for which they were supplied;
if personal data have been supplied without request, the receiving body shall
immediately check if they are necessary for the purposes for which they were
supplied;

(b) following the expiry of the maximum period for keeping data laid down in the
national legislation of the supplying Party where the supplying body informed the
receiving body of that maximum period at the time of supplying the data.

Where there is reason to believe that deletion would prejudice the interests of the data
subject, the data shall be kept in accordance with the national legislation.

Article 16
Technical and organisational measures to ensure data protection and data security

(1) The supplying and receiving bodies shall take steps to ensure that personal data is
effectively protected against accidental or unauthorised destruction, accidental loss,
unauthorised access, unauthorised or accidental alteration and unauthorised disclosure.

(2) The features of the technical specification of the automated search procedure are
regulated in the implementing measures as referred to in Article 20 which guarantee that:

(a) state-of-the-art technical measures are taken to ensure data protection and data
security, in particular data confidentiality and integrity;

(b) encryption and authorisation procedures recognised by the competent authorities
are used when having recourse to dedicatednetworks; and

(c) the admissibility of searches in accordance with Article 17 (2}, (4) and (5) can be
checked.

Article 17
Logging and recording: special rules governing automated and non-automated supply

(1) Each Party shall guarantee that every non-automated supply and every non-automated
receipt of personal data by the body administering the file and by the searching body is
logged in order to verify the admissibility of the supply. Logging shall contain the following
information:

(a) the reason for the supply;

{b) the data supplied;

{c) the date of the supply; and

(d) the name or reference code of the searching body and of the body administering the
file.

{2) The following shall apply to automated searches for data based on Articles 3, 4 and 6 and

Article 9; Q.OM‘&M
{a) only specially authorised officers may carry out automated searches or compgri¥ ﬁﬁﬂm
The list of officers authorised to carry out automated searches or comparis ' %
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be made available upon request to the supervisory authorities referred to in
paragraph 5 and to the other Parties;

(b) each Party shall ensure that each supply and receipt of personal data by the body
administering the file and the searching body is recorded, including notification of
whether or not a match exists. Recording shall include the following information:;

{i} the data supplied;
(i) the date and exact time of the supply; and

(iif) the name or reference code of the searching body and of the body
administering the file.

The searching body shall also record the reason for the search or supply as well as an
identifier for the official who carried out the search and the official who ordered the
search or supply.

{3) The recording body shall immediately communicate the recorded data upon reguest to
the competent data protection authorities of the relevant Party at the latest within four
weeks following receipt of the request. Recorded data may be used solely for the following
purposes:

(a} monitoring data protection;

(b) ensuring data security.

(4} The recorded data shall be protected with suitable measures against inappropriate use
and other forms of improper use and shall be kept for two years. After the conservation
period the recorded data shall be deleted immediately.

(5) Responsibility for legal checks on the supply or receipt of personal data lies with the
independent data protection authorities or, as appropriate, the judicial authorities of the
respective Parties. Anyone can request these authorities to check the lawfulness of the
processing of data in respect of their person in compliance with national legislation.
fndependently of such requests, these authorities and the bodies responsible for recording
shall carry out random checks on the lawfulness of supply, based on the files involved.

(6) The results of such checks shall be kept for inspection for 18 months by the independent
data protection authorities. After this period, they shall be immediately deleted. Each data
protection authority may be requested by the independent data protection authority of
another Party to exercise its powers in accordance with national legislation. The
independent data protection authorities of the Parties shall perform the inspection tasks
necessary for mutual cooperation, in particular by exchanging relevant information.

Article 18
Data subjects’ rights to information and damages

| (1) At the request of the data subject under national legislation, information shall be
supplied in compliance with national legislation to the data subject upon production of p
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the r_ec’fpient or groups of recipients, the intended purpose of the processing and, where
required by national legislation, the legal basis for the processing. Moreover, the data
subject shall be entitled to have inaccurate data corrected and unlawfully processed data
deleted. The Parties shall also ensure that, in the event of violation of the rights in relation to
data protection, the data subject shall be able to lodge an effective complaint to an
independent court or a tribunal within the meaning of Article 6 {1) of the European
Convention on Human Rights or an independent data protection authority established by
national legislation according to the standards essentially equivalent to Directive (EU)
2016/680 and the relevant Council of Europe Convention and recommendations and that
the data subjectis given the possibility to claim for damages or to seek another form of legal
compensation. The detailed rules for the procedure to assert these rights and the reasons
for limiting the right of access shall be governed by the relevant national legislation of the

Party where the data subject asserts these rights.

(2) Where a body of one Party has supplied personal data under this Agreement, the
receiving body of the other Party cannot use the inaccuracy of the data supplied as grounds
to evade its liability vis-a-vis the injured Party under national legislation. If damages are
awarded against the receiving body because of its use of inaccurate transfer data, the body
which supplied the data shall refund the amount paid in damages to the receiving body in
full.

Article 19
Information requested by the Parties

The receiving Party shall inform the supplying Party on request of the processing of supplied
data and the result obtained.

CHAPTERV
FINAL PROVISIONS

Article 20
Implementing Agreement and User manuals

(1) On the basis and within the scope of this Agreement, the Parties shall conclude an
agreement for its implementation,

(2) User manuals shall be prepared and kept up to date by expert working groups composed
of representatives of the Parties. User manuals contain administrative and technical
information needed for efficient and effective exchange of data.

Article 21
Evaluation of the data exchange
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fq,r:/‘t’hose Parties already applying this Agreement.The evaluation shall be carried out with

';“Féspect to the data categories for which data exchange has started among the Parties

concerned. The evaluation shall be based on reports of the respective Parties.

(2) The evaluation shall be carried out by a joint working group made up of representatives
of the Parties. The working group shall meet at the request of a Party or on a regular basis
every five years.

Article 22
Relationship with other international agreements

(1) This Agreement shall not affect any rights, obligations and responsibilities of the Parties
arising from other international agreements to which they are parties.

(2) Unless otherwise stipulated explicitly in this Agreement, cooperation shall be performed
within the scope of the respective national legislation of the Parties.

Article 23
Implementation and Application

(1) The Parties shall inform the Depositary that they have implemented the obligations
imposed on them under this Agreement and designated national contact points according to
this Agreement.

(2) Once a positive evaluation of a Party in the context of this Agreement (Article 21) or the
European Union has been made, the respective Party is entitled to apply this Agreement
immediately in relation to all other Parties which also have been evaluated positively. The
respective Party shall inform the Depositary accordingly.

(3) Declarations submitted in accordance with paragraph 1 of this Article may be amended at
any time.

Article 24

Depositary
(1) Depositary of this Agreement is the Republic of Serbia.

(2) The Depositary shall send a certified copy of this Agreement to each Party.

(3) The Depositary shall notify the Parties of the deposit of any instrument of ratification,
acceptance, approval or accession, of any declarations, statements or notifications made in
connection with this Agreement.

(4) The Depositary shall notify all Parties on any date of entry into force of this Agreement in
accordance with Article 26.




Article 25
Ratification, Acceptance, Approval, Accession or Reservation

(1) This Agreement is subject to ratification, acceptance, or approval of the Parties. The
instruments of ratification, acceptance or approval shall be deposited with the Depositary.

(2} This Agreement shall be open for accession by any PCC SEE Party. The instrument of
accession shall be deposited with the Depositary.

(3) No reservations may be made to this Agreement.

Article 26
Entry into Force

(1} This Agreement shall enter into force on the sixtieth day following the date of the deposit
of the second instrument of ratification, acceptance, approval, or accession.

(2) For each Party ratifying, accepting, approving, or acceding to this Agreement after the
deposit of the second instrument of ratification, acceptance, approval, or accession, the
Agreement shall enter into force on the sixtieth day after deposit by such Party of its
instrument of ratification, acceptance, approval, or accession.

Article 27
Withdrawal and Suspension

(1) This Agreement shall be concluded for an indefinite period of time.

{2) Any Party may withdraw from this Agreement at any time by written notification to the
Depositary. The withdrawal shall take effect six months after the date of receipt of the
notification by the Depositary.

(3) Regardless of the termination of this Agreement the provisions laid down in Chapter IV
shall apply regarding the processed data.

{(4) Any Party may suspend the operation of this Agreement in full or in part if necessary for
reasons of public order, protection of national security or protection of public health.The
Parties shall notify the Depositary without delay of taking or revoking such a measure. Any
measure taken under this paragraph shall take effect 15 days after the date of receipt of the
notification by the Depositary. :

(5) The Depositary shall inform other Parties of the notification of withdrawal or suspension
without delay.
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For the Republic of Albania

For the Republic of Austria

For Bosnia and Herzegovina

For the Republic of Bulgaria
For Hungary

For the Republic of Macedonia
For the Republic of Moldova
For Montenegro
For Romania. :
For the Republic of Serbia

For the Republic of Sloyenia

Done in Vienna, on the 13 day of September 2018, in a single original copy in the English
language.
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